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© https://www.nature.com/articles/d41586-023-03854-1
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Germany : BSI) A1nn15aiintutialsean w.a. 2578 Aeuiamasmisuilazddnanimiiissnenaziu

[y

gANANFBTEUUTTAGULUUNRaNs s idiueg lulagdus
MiNMUasULUaTEUUATAUWATD909ANT AU NS oL B8 ANANNINABN LA B S ATB LAY

andldszeznanfienuuiisuwinviewuniinsiawreNiiinesmeuduvwning Jeyanilumiudy
s = o« o & v w & & = B a <

v9909An3FsdiauTdudesdaiululussugnaiuenainnudssainnisgnlaudussinniiuiies

Joyaifiononsiaduluniends (Harvest Now, Decrypt Later) siausduil Fefliuszasdmiusius

¥ LY

ToyadAgygniisiaduielitiananil ieihlunensiadusienauiiamesateudilusuian

[
v [

WUNATTULAZIENTU MTISUAUANYT 39UKY LazinTauaUnsausan1sTuiadunnay

NABNNIABIAIBUAN TngalsAtiunIswuvedTIN NilusedunsleviswazAvuanagnslag

v [y

UIMTIEAUFI N15UTMTTANISTIAEsEAULIANIS aulufanssurunsaiiunulaedmiinseau

X

UURN50989AN3

©. VBULUA
AUzt uE YA U80S gharr1eUlASIEs 1IN ugud 1A Y NIE TAULNAT

finsUsvaianadeya (Wu iusiusu 19 wanwdeu waslamedeya) Ndupnuduriussuuansaume

on. Jou

“nafansA28UAY (Quantum Mechanics)” MneAL1 Nquimailandildlunisesue
woAnssuLazamavessruuiTvunadnlussduornon

“ARUNABIA8UAY (Quantum Computer)” MNeAILIT ABwiLAesAldUTINgN"50]
nefdndvosszuud fvurndnluseduerneud sarunsnesurelddienguinamans Areudy
lunsauinuaryssinanan1snauiinges lnelinuaudalun1sundyminieadinemaniuialssan
Arouinnessssualiamsousifogeiiusyansam

“grUuTiaau (Cryptography)” %#u8A11I1 AansiAnwReafunsad1snuiunsUasnde

lun1sdeans (Secure communication) tieundestayaannisidndslaglilasueugn

4 f-:l

“A1sid199adu (Encryption)” vanga11131 nsulasteniuniedeyafiaruisaeuls
(Plaintext) lvieglugtuuungniinsviaduuagliaiunsaauls (Ciphertext)
“n130ATREAY (Decryption)” #1eANIN MsuUasderumteteyadinguuuuiigniinsa

duuazlilanunsasuld (Ciphertext) loindulvegluguuuuifniianansasuls (Plaintext)

€ Quantum-safe cryptography - fundamentals, current developments and recommendations. Federal Office

for Information Security, Germany, May 2022.
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€ “A Guide to a Quantum-Safe Organization: Transitioning from today’s cybersecurity to a quantum-resilient

environment”, The Quantum Economic Development Consortium (QED-C), July 2022.
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® “Canadian National Quantum-Readiness: Best Practices and Guidelines Version 017, Quantum-Readiness

Working Group (QRWG) of the Canadian Forum for Digital Infrastructure Resilience (CFDIR), July 7, 2021.
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? https://pg-crystals.org/kyber/index.shtml

“ https://pg-crystals.org/dilithium/index.shtml

“ https://falcon-sign.info/

“? https://sphincs.org/

7 https://csrc.nist.gov/news/2023/three-draft-fips-for-post-quantum-cryptography

o https://csrc.nist.gov/projects/post-quantum-cryptography/round-4-submissions

" https://www.bsi.ound.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-
02102-1.pdf
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°¢ https://datatracker.ietf.org/wg/pquip/about/
°® “A Guide to a Quantum-Safe Organization: Transitioning from today’s cybersecurity to a quantum-resilient

environment”, The Quantum Economic Development Consortium (QED-C), July 2022.
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- @Juﬁmmﬁumﬂaamﬁ’ai%ma%tmqma (National Cyber Security Centre: NCSC)
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°? Quantum-safe cryptography - fundamentals, current developments and recommendations. Federal Office
for Information Security (BSI), May of 2022.
°% Preparing for Quantum-Safe Cryptography (version 2.0). NCSC, the UK, Nov. 2020.

https://www.ncsc.gov.uk/whitepaper/preparing-for-quantum-safe-cryptography.
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°* ANSSI views on the Post-Quantum Cryptography transition. Released on March 2022.
https:.//www.ssi.gouv.fr/uploads/2022/01/anssi-technical_position_papers-
post_quantum_cryptography_transition.pdf

° Quantum-safe cryptography - fundamentals, current developments and recommendations. Federal Office
for Information Security, Germany, May 2022.

> M. Mosca, “Cybersecurity in an era with quantum computers: will we be ready?”, IEEE Security & Privacy,

16(5), 38-41.
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e “A Guide to a Quantum-Safe Organization: Transitioning from today’s cybersecurity to a quantum-resilient

environment”, The Quantum Economic Development Consortium (QED-C), July 2022.
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Working Group (QRWG) of the Canadian Forum for Digital Infrastructure Resilience (CFDIR), July 7, 2021.
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